
GRNET-CERT
(mini presentation)

http://cert.grnet.gr

Emai: grnet-cert@grnet.gr



GRNET 2 

- WDM technology at extra high 

speeds (1-2,5 Gbps). 

- All the nodes have Gigabit speed 
routers with leased wavelengths 
from the national telecom provider 
(OTE).

GRNET 3

-Part of the “Information 

Society” program of the Finance 

and Economy Ministry

- Covers about 7.000 kilometers 

of fiber optics

- Connects 90 research and 

education organizations

- Allows the data transfer at 

extra high speeds (multiple 

wavelengths of 10 Gbps

The Network

- All Universities, Technical Institutes, some government (>400k users)

- The School Network (potential 200k users)

- Student DSL network 



GRNET-CERT

� 3 people (1 admin, 2 tech)

� Hours 08:00 am – 08:00 pm, voicemail 
after hours (see web page)

� Information Dissemination (vulns, 
advisories etc)

� Maintain/try tools

� Contact point for incidents

� Participate in national forums



INCIDENTS RECORDED

2732713238494176258293Total

11Vulnerabilities

28182418051527Virus

261884152402334Spam

183043316127Site Defaced

0131Proxy

1Privacy

204947577323654Port Scanning

212940515110232Piracy (P2P)

11264Offensive Mail

3413782023Intrusion

47461114152Fraud / Phishing

402529DOS

025324DDOS

272615603513288Attack

2007200620052004200320022001Category





Current projects

� Deployment malware sensors on CD

� Baby steps in malware analysis






